ENSAT Security Certificate Procedures

In this document are the procedures for installing the necessary certificate to access the ENSAT
registry over a secure link on Internet Explorer, Mozilla Firefox, Google Chrome and Safari. If you
use another browser, please contact me directly at astell@unimelb.edu.au.

Certificate Installation — Internet Explorer

Sent to you along with this document is a file called ensat_certfile.cer. This is the digital
certificate that is required to be uploaded to your browser. To do this in IE, please follow the
instructions below.

Open Internet Explorer. Select “Tools”, then “Internet Options”. Click on the “Content” tab, then
click on the button marked “Certificates”. This will open the box that shows what certificates are
already installed in your browser:

Certificates

—

o

Intermediate Certification Authoritiesi Trusted Root Certification AuthoritiES| Trusted Pub. ¢ *

Intended purpose:

Issued To Issued By Expirat... = Friendly Mame A
[E]ABA.ECOM Root... ABA.ECOM Root CA  09/07/2... DST (aBA.EC... =
ElAaddTrust Extern... AddTrust External ... 30/05/2... USERTrust
EdAmerica Online ... America Online Ro... 19/11/2... America Onlin...

El Autoridad Certifi... Autoridad Certifica... 28/06/2... Autoridad Cer...
ElAutoridad Certifi... Autoridad Certifica... 29/06/2... Autoridad Cer...
[ElBaltimore EZ by ... Baltimore EZ by DST 03/07/2... DST (Baltimor...
[ElBelgacom E-Tru... Belgacom E-Trust... 21/01/2... Belgacom E-T...
Edcaw HKT Secur... CRW HKT Secure... 16/10/2... CW HKT Secu...
ElCcaw HKT Secur... C&W HKT Secure...  16/10/2... CW HKT Secu...
EJ caW HKT Secur... C&W HKT Secure... 16/10/2... CW HKT Secu...
E Ccaw HKT Secur... C&W HKT Secure...  16/10/2... CW HKT Secu... 2
| s LYY —a Aafnnin PYY Py -

Certificate intended purposes

Close

Click on the button marked “Import...” and this will start the Certificate Import Wizard. Follow
the instructions through this wizard. When prompted for a certificate file, navigate to the file
sent with this document:



Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
F:\Other\ENSAT \ensat_certfile.cer | | Browse... |

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.F7B)

Microsoft Serialized Certificate Store (.S5T)
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Click “Next”. On the next screen, choose the option marked “Place all certificates in the
following store” and select “Trusted Root Certification Authorities”:
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Click “Next” and “Finish”. The following warning dialog box will appear:



Security Warning J

'T ‘ou are about to install & certificate from a certification autharity (CAY claiming to represent:
L
reqgistry, ensat,org

Windows cannot validate that the certificate is actually From “registry.ensat.org”. You should confirm its origin by contacting "registry. ensat.org”. The following number will assist you in this process:
Thumbprint {shal): 4BEAD4CA SATEODZ E1AZDEAC 640BD1EE E0319BCF

‘Warning:
If wou install this rook certificate, Windows will automatically trust any certificate issued by this CA. Instaling a certificate with an unconfirmed thumbprint is a security risk, IF vou dick "Yes" vou acknowledge this risk.

Do wou wank toinskall this certificate?

Click “Yes”. If everything runs correctly, the certificate will be installed with the following

confirmation box:
Certificate Import Wizard §|

j) The import was successful.

Now when you navigate to the ENSAT registry at https://registry.ensat.org, you should reach it
directly without getting a warning from your browser.

“Mixed Content” Message — Internet Explorer

Images on the ENSAT registry (the ENSAT and ESF logos) are served from an unencrypted
channel, but as part of an encrypted website. This does not pose any kind of security issue but IE
treats this as “mixed content” and browsers are set to a default of prompting you on each page-
load:

Security Warning

Do you want to view only the webpage content that was delivered securely?

This webpage contains content that will not be delivered using a secure HTTPS
connection, which could compromise the security ofthe entire webpage.
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To switch this off, open Internet Explorer, go to “Tools”, select “Internet Options”, then go to
the tab marked “Security”:



Internet Options

General| 59CUFitY|Privacy Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.
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Security level for this zone
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Custom settings.
- To change the settings, click Customn level.
- To use the recommended settings, click Default level.
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For the “Internet” zone, click on the button marked “Custom level...” and a box showing all the
properties that you can change will appear:
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Reset custom settings
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Scroll down until you find one marked “Display mixed content”. Change this from “Prompt” to
“Enable”. Now click on “OK”, click “Yes” on the “Are you sure?” message, then click “OK” to
close the Internet Options box.

You should no longer get these messages when loading the ENSAT registry web-pages.



Certificate installation — Mozilla Firefox

To install the security certificate in the Firefox browser, select “Tools” = “Options” and go to
the “Advanced” tab.
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Select “View Certificates” and go to the “Servers” tab
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Click on “Import...” and navigate to the file ensat_certfile.cer (provided with account details).
Now scroll down the list of available certificates and select the one marked “registry.ensat.org”.

Click on “Edit trust...” and select “Trust the authenticity of this certificate on the next dialog box.

Edit web site certificate trust settings @

The certificate "reqistry. ensat. org" was issued by:
Ch=reqistry.ensat, org, OU=MeG, O=University of Melbourne, L=Melbourne, ST=Yictoria, Z=aALl

Because wou do not krust the certificate authority that issued this certificate, vou do not trust the authenticity of this certificate unless otherwise indicated here.

Edit certificate trust settings:

(%) Trust the authenticity of this certificate,

() Do not trust the authenticity of this certificate.

Edit Ca Trusk

[ Ok l ’ Cancel ]

Click “OK” on all the remaining dialog boxes. The certificate will now be installed in the browser.
Certificate installation - Google Chrome

For Google Chrome, select the menu option in the top-right of the browser (circled in red in the
picture below), and select “Settings” from the menu that appears.

In settings, type “certificates” into the search option and press return. The section entitled
“HTTPS/SSL” with the button “Manage certificates...” will be highlighted. Click on this button.

Search results certificate x

HTTPS/S50

Manage certificates. ..

Check for server certificate revocation

The certificate box shown in the first screenshot of the Internet Explorer section will then be
shown. Follow the instructions as for Internet Explorer from here on, and the certificate will be
installed.



Certificate installation - Safari

Navigate to the secure ENSAT registry website. The browser will present a message warning that
the connection is unsecured, and give the option to download the certificate into the browser,
thereby setting up the trusted connection: “Always trust “registry.ensat.org” when connecting
to “registry.ensat.org”. Select this box as shown in the screenshot below, and click “Continue”.
The certificate will be installed.
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Safari can’t verify the identity of the website “registry.ensat.org”.

- = The certificate for this website is invalid. You might be connecting to a
,@ website that is pretending to be “registry.ensat.org”, which could put your
L. &l confidential information at risk. Would you like to connect to the website
anyway?

E Always trust “registry.ensat.org” when connecting to “registry.ensat.org”

=% registry.ensat.org

registry.ensat.org
Cantgfoante
- Self-signed root certificate
- Expires: Friday, 27 December 2019 20:11:32 Australia (Melbourne)

#3 This root certificate is not trusted
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